Aruba: Perfect for here, there,
and everywhere
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NN There is a massive amount of data at the edge.
2” Aruba is a leader in helping clients harness that

~ data to drive new business outcomes and experiences
T ) while eliminating IT challenges. Aruba offers products and
to learn more about - ' \unmi | _##” solutions suited for all verticals, making it perfect here, there,
Aruba solutions for : ‘ N and everywhere. Using your cursor, rollover the city for a glimpse into
your industry. B~ .~ how we help clients within all industries thrive.*

*Interactive elements best viewed with Adobe Acrobat DC.
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ARUBA ESP

3-STEPS TO ARCHITECTING
A MODERN NETWORKING PLATFORM
FOR THE EDGE

arvbo

a Hewlett Packard
Enterprise company






INCREASE

REVENUE . o .
Efficiencies

Predictive operations

DATA WI L L Increased profitability
DRIVE BUSINESS i o
Experiences OUTCOMES
Enriched experiences
New revenue streams AT T H E E DG E

Faster innovation DECREASE
COSTS
5 5 devices will be connected 750/ of data will be created
worldwide by 2022 0 and processed outside the
- IDC traditional data center or cloud’

- Gartner

1- Gartner, What Edge Computing Means for Infrastructure and Operations Leaders, October 2018
2.1DC, Future of Industry Ecosystems: Shared Data and Insights, September 2020





NETWORKING CHALLENGES AT THE EDGE

Forward

Back

Technology Siloes
Hinder Agility

M A
i
64%

of IT orgs use 4 or more
network management tools'

Lack of Network
Automation and Visibility

70%

of IT's time is spent trying to
identify and diagnose issues?

Security Threats
Rising

80%

of IT orgs found loT devices
on their networks that they
did not install or secure3

Networks Must Do More

Economic and
Resource Headwinds

LS Vo
oV

71%

of IT budgets are dedicated
to “running the business”?

TNetwork Management Megatrends 2020, Enterprise Management Associates (EMA), April 2020 (link)
2Gartner, “5 Network Cost Optimization Opportunities,” June 2019
3 Gartner, “Segmentation or Isolation: Implementing Best Practices for Connecting ‘All' Devices,” September 2019.





STEP 1:
CONNECT
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Back
jy D Single Architecture
CONTROL CONTROL
ey, ol il
. Campus Branch
: = , wi-Fi AND i f
UNIFY USERS AND THINGS . UNIFIED WI-FI
UNIFIED SWITCHING = , UNIFIED BRANCH
MPLS - 4G/5G -

DSL/Cable

CLOUD-NATIVE BENEFITS: CONTROL

Eliminate silo'd operations €twork design

AcCcess new yment SD-Branch / SD-Branch /
: ‘ : Remote Remote

consumption models eature velocity worker worker

Common OS from Enable AlI/ML for self- 2 resiliency
Closet to Core to DC

driving networks
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STEP 2:
PROTECT
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Endpoints

AP / Gateway / Switch

STEP 2: PROTECT

AUTHENTICATION:
PREVENT INVISIBLE NETWORK CONNECTIONS

Server

EAPOL (EAP over LAN) RADIUS

= — |

Encrypted tunnel C<—> h

Use best authentication possible

Multi-factor

(802.1X, MAB + Profiling)

(Ping ID)

Step-up authentication if available

(EAP-TLS)

Authentication

CLEARPASS
DEVICE INSIGHT

L AL AR-RE AL L
amQs: o
e 7@« §

-

s R ye )

Al- Cloud- Enhanced by
Powered Enabled  Crowdsourcing
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Integration with
Policy Manager
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STEP 2: PROTECT

OLD WAYS OF SECURING NETWORK ACCESS
WON'T SCALE WITH loT

Challenges:

07

hay

 Time consuming
Wi-Fi AP « Labor intensive
gl « Error prone
Security Boundary : :
' EXECUTIVE Unsustainable
Virtual AP 1 EMPLOYEE
SSID: Corp B

- CONTRACTOR .
O j ' . Enterprise Network

VISITOR
Virtual AP 1 (S G e

SSID: Visitor Role-based Access Control

devices will be connected of orgs have network policies
55 worldwide by 2022 41 0/0 that aren’t properly implemented
-1DC - Gartner





e STEP 2: PROTECT

Back

NEW WAY:
AUTHORIZATION AND ACCESS CONTROL
DYNAMIC SEGMENTATION
ClearPass Device Insight ClearPass Policy Manager
(loT Detection, Continuous Monitor) (Centralized Policy Management)
n APPLICATIONS AND

USERS AND DEVICES DESTINATIONS

................................................................................. Office 365

Academic
records @
nO0tmalware
.biz

AirGroup
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m— STEP 2: PROTECT

EDGE TO CLOUD SECURITY
PROTECTING THE EDGE FROM THE INTERNET

North-South and East-West IDS/IPS

Threat intel - Command and Control,
Ransomware, Phishing, Malware,
Spyware, Crypto Mining

TTTTTTT
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Correlation and Incident management

Signature and pattern-based detection
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DDoS Detection T e T

Seamless Integration with 3rd Party
(Zscaler, Check Point, Palo Alto)





ANALYZE
AND ACT
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STEP 3: ANALYZE AND ACT

NETWORK UPTIME AND

PERFORMANCE CRITICAL

55%

of network operations
are manual
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of organizations rely on
Al and ML to augment
network operations
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STEP 3: ANALYZE AND ACT

REDEFINE IT OUTCOMES
WITH Al OPS

POWERFUL FEATURES

Al Assist

Automated diagnostic info
collection and alerting
(COMING SOON)

Al Search Al Insights

Natural language

query of data lake recommendations and peer-

based network operations

Automated anomaly detection,

POWERFUL RESULTS

~

HELP DESK

90% faster issue resolution
25% capacity increase

accuracy in identifying
95% specific root cause

13
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AUTOMATION STARTS WITH

STEP 3: ANALYZE AND ACT

RELIABLE Al AND

DATA AND DOMAIN
EXPERTISE

Reliable
Insights

Maturity

History of success
MATURE MODELS

Data

Curated data from 65,000 sites, 1M network devices
VOLUME AND VARIETY

Technology

100+ Al Patents
DATA SCIENCE LEADERSHIP

Domain Expertise

18 years of Networking Leadership
HISTORY OF SUCCESS

14





SUMMARY

Intelligent Edge Aruba ESP Get there in 3 steps:
requires new thinking is the cloud-native, 1
and new platform Al-powered platform Connec

for automating, unifying

and securing the edge -

Protect

3
Analyze and Act





Thank you

Enterprise company
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