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THE MOST EFFECTIVE CYBER SECURITY PROTECTION—INSIDE THE SERVER
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Protect

Detect

Recover

Feature

Value/Benefi

Root of Trust/Chain of Trust
Authenticated Updates

Root of Trust enables a chain of trust for
Authenticating updates to firmware via
signature validation. This blocks
installation of rogue or corrupted firmware
and ensures that the executing firmware is
frusted.

Authenticated Updates brings
cryptographic keys onto the NIC (for HW

Secure Boot
Device-level Firewall

Secure Boot safeguards the system and
ensures no rogue drivers are being
executed on start-up.

Device-level Firewall blocks any
unmanaged access to memory or storage.
This ensures that on-device firmware and
configuration data can only be accessed by
authorized agents.

Audit Logs
Sanitization

Audit Logs are a forensics capability that
provides traceability into authenticated
firmware updates by capturing changes
in standard system logs.

Sanitization (Secure User Data Erase)
renders User and configuration data on
the NIC irretrievable so that NICs can be
safely repurposed or disposed.

Authentication) to protect user and
configurationuration data from
unauthorized access and verify digitally
signed firmware.

Learn more: https://www.hpe.com/info/servernetworking

HOW THE NIC SAFEGUARDS—INSIDE THE SERVER
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HPE sends requirements Adapter manufacturer
For firmware and security Creafes an encrypted and digitally
To adapter vendor ” Signed firmware image
Adapter manufacturer creates a
Public and private key pair through
a secure code signhing process
Firmware update process on the NIC
Root of trust Chain of trust Authenticated updates*
Creates a chain of Enables security features Decryption WlTh public key
trust based on the root of trust to match private key and
with current firmware ensures that only valid,

For authenticating

Updates to firmware signed firmware is installed

The HPE digitally signed
firmware image is loaded onto

*Check Adapter QuickSpecs for details.
HPE branded NICs

Learn more: https://www.hpe.com/info/servernetworking
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Learn more: https://www.hpe.com/info/servernetworking
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Learn more: https://www.hpe.com/info/servernetworking

For more information on HPE Gen 10 Plus,
please contact us today.



