SAMSUNG
Knox Guard

A comprehensive set of cloud enterprise solutions built on top of
SAMSUNG nox a secure on-device platform to address various business needs
Knox Solutions

Cloud Services

Knox
Mobile
Enrollment

Knox Samsung
Configure E-FOTA

On-device Security

Knox Platform for Enterprise%

Built-in series of hardware and software security mechanisms designed to protect the integrity of the device

What is Knox Guard?

Cloud-based service that allows carriers/banks to remotely control and
lock Samsung devices to reduce financial risks while running installment plans
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“Reduced Financial Risks =) Larger Consumer Base”

usp1: Mandatory Message Notification

Notify device users of overdue payments by remotely
sending message notifications to their devices
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[Good Telecom] Notice 1529

Hello,this s Good Telecom. Youhave anoverduepayment Il Messa ge N Otifi cation

for the loan you took out to buy your mobile phone.
Please make 3 payment to stop receiving this reminder,

R A o Pt e o e - Customizable notification message
e - Real-time delivery

NOTIFICATION SETTINGS CLEAR

Use Cases

- Notification of overdue payments

* Reminder of payment terms & conditions
 Advance warning of upcoming restrictions

usp2 : Periodic Screen Lock

Notify device users of overdue payments more strongly
by periodically locking screen
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Blink reminder message descript message Pe riOdiC Scree n LOC k

Blink reminder message description

s linkswillooklikethis.com - Full-screen lock
oK - Non-dismissible message remains in the
notification bar after screen lock is dismissed
- Lock frequency: 3 seconds ~ 24 hours
- Customizable lock message

CALL %s

Use Cases 098-872-9821

- Periodic restriction of device use o AL
support@company.com

- Early warning of upcoming restrictions

TURN OFF BLINK NOTIFICATIONS

usp3: Device Lock

Prevent unpaid devices from being resold in the gray market
by fully locking device
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Company name Device Lock

Lock message descgpnon message ‘ Blocked access to Home Screen
Lock message description . .
- No factory reset & binary flashing allowed

- No USB/Bluetooth/Tethering/NFC allowed
- Customizable Lock Screen message

Passkey: 12345678

Location monitoring

Outgoing Call Restriction

Exceptions:
: Call to Customer Call Center, Emergency Call

Use Cases
* Persistent device lock-down o EMAL%s

support@company.com
- Enforced location monitoring

EMERGENCY CALL

Additional Features

Automated Operation Offline Lock SIM Control

SAMSUNG
Knox Guard

| APIs

- Status Inquiry

- Device ID Upload
- Action/Control

- License Order

p— — Offline Lock SIM Control
- Prevent call-only fraud - Lock device
of o |© - Offline period threshold - Apply Restriction (Call/SMS/Data)
from 15 to 200 days - Based on MCC/MNC/GID1
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For more information on Samsung Knox Guard for Samsung Galaxy
Rugged Mobile devices, please contact us today.



