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Improve your
nonprofit operations
with Microsoft
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Protect data and
build trust

| | - Secure personal devices used in the field

N Automatically protect documents and
restrict access to files that contain payment
details, health information, etc.

Automatically classify documents if they
IE contain personal sensitive information
from constituents

Nonprofits can access all the benefits of Microsoft 365 with
one simplified license. And with partner-managed billing

and renewals, you're free to focus on mission-driven
activities and achieve organizational goals




Protect your mission with enhanced security features

Security features available in Office 365 E3 and Additional security only available in

Microsoft 365 Business Premium Microsoft 365 Business Premium

1. Data Loss Prevention 1. Office 365 Advanced Threat Protection
Content analysis to easily identify, monitor, and prevent Sophisticated scanning & detection to block malicious
sensitive information (e.g., Social Security Number) attachments and links in email and documents
et [ERing e GrgankEien 2. Azure Information Protection

2. Exchange Online Archiving Controls & manages how sensitive content is
Data archiving and preservation so you can stay accessed by providing classification labels on
compliant and perform eDiscovery documents and emall

3. Office 365 Message Encryption 3. Microsoft Intune
Encryption of email messages and ability to restrict Manages devices and apps from the cloud, enabling
permissions (e.g., do not forward) device security and protecting company information

on employee devices




Stay ahead of new threats

Microsoft 365 Business Premium

Defend against e Protect business data e Secure your devices

cyberthreats
» Office 365 ATP « Office 365 DLP * Intune
 Microsoft Defender * Azure Information  Azure Virtual Desktop
Protection P1 (Public Preview)
* Azure MFA _
 Exchange Online Archiving * Office 365 shgreql
» Self Serve Password computer activation
Writeback * Conditional Access

© - Microsoft Defender for

Business New
(Public Preview 2022)



Human Appeal increases security
while improving operations

Challenge

Faced with rising costs, increased threat of security breaches, and the need to reach staff
and volunteers in remote areas, Human Appeal needed to transform its technology.

Solution

Human Appeal adopted solutions including Microsoft 365 and Microsoft Defender for
Office 365 for added security controls. It uses Intune to wipe and secure devices remotely
and turn on Teams and SharePoint for staff members to securely use their own devices.

Benefits

« Saved up to 30 minutes of daily staff time
« Decreased malicious attacks by 90 percent
+ Reduced overhead by 80 percent

“Implementing multifactor authentication and Microsoft Defender for Endpoint added a layer of
protection to provide resilience against unauthorized access to our Office 365 system, and it
drastically reduced our risks for phishing and malicious attacks.”

®
Mohammed Alqaisia S
IT Infrastructure Manager, Human Appeal ‘\i‘:&"'

Read the full case study



https://customers.microsoft.com/en-au/story/1353623836475983352-human-appeal-nonprofit-m365
https://customers.microsoft.com/en-us/story/1353623836475983352-human-appeal-nonprofit-m365
https://customers.microsoft.com/en-us/story/783143-mercy-housing-non-profit-azure-us

