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Remote Workers, Secured

Strong collaboration tools with embedded encryption,
compliance, visibility and control combined with the
security solutions needed to achieve a complete
remote work solution

When you choose Cisco, you're getting
the industry's most secure collaboration platform.

Ciia You're getting all
T the protection and

threat intelligence
from Cisco’s

& 7)  security platform.

Security.
It's what we do.

Secure meeting settings
by default.

Strong passwords by
default for every meeting.

Your messages, files,
whiteboards, and
actions stay safe.
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— Recordings and transcriptions
==l are encrypted and stored in-house.

Simple, effective and integrated security solution, connecting
and protecting people and devices working remotely.

Duo Multi-Factor Authentication
Verify the identity of all users before granting access to corporate
applications with secure and easy multi-factor authentication.

Cisco Umbrella
Defend against threats on the Internet, wherever users go.

Cisco AnyConnect VPN

Enable secure access to the enterprise network for any user, from any
device, at any time, in any location.

Cisco AMP for Endpoints

Protect, detect and respond to advanced threats for uncompromised
productivity for remote workers anytime, anywhere.

Cisco Secure Remote Work for secure remote work at scale

250,000+ 1B files 10M

apps discovered monitored daily under user
management

Cisco Webex - Strong encryption.
From app to cloud.
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Cisco Webex uses After a session is Media HMAC ensures

TLS 1.2 protocol established over TLS, transmitted via authentication,

and high-strength all media streams UDP, encrypted integrity
ciphers encrypted with AES 128
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2,200+

government agencies
choose Webex.

. 1SO 9001, ISO 27001,
and ISO 27018 certified

e Service Organization Controls
Q (SOC) 2 Type Il, SOC 3 audited

P rou d |y 12 FedRAMP certified for

Webex Meetings

Ce rtlﬁ ed 2 Cloud Computing Compliance

Controls Catalogue (C5) attestation
Q Privacy Shield Framework certified

Q FedRAMP certified for Duo MFA

When sensitive data I1s on
the line, companies trust Cisco.

100% of fortune 100 companies use Cisco security.

Cisco gives you the control and visibility to
secure your devices, users and applications —
while delivering the best user experience.

PIN Lock Remote Wipe Block File Share Block External Coms

Multi-factor Authentication Malware Protection DNS Security VPN

To find out more, check out our web page.
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www.cisco.com/go/secureremoteworker
www.cisco.com/go/webex

