PRIVACY AND SECURITY

Safer learning with Google
for Education

Providing your school community with a safe digital learning

environment is foundational to Google for Education, so you can teach
and learn knowing your school communities’ data is private and secure.
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Security for safer digital Protect privacy across Control of your data and
learning spaces your school community visibility into security threats
Protect your school community Prioritize privacy for your school Stay on top of security threats from
from evolving digital threats with community with tools that uphold one central console that provides full
some of the world’s most advanced the highest standards of digital visibility across all of your data and
digital security. responsibility. settings that give you more control.

Cybersecurity is more Google never stops protecting your digital safety:
important then ever °

Every day, 100 million phishing attempts are blocked by Gmail

A report released by the FBI and other ® Every week, 30 thousand unsafe websites are identified by

federal agencies revealed that K-12 Google
educational institutions became the

top target for cyberattacks in the
2020-2021 school year, comprising
the majority of all ransomware attacks.

Every month, 74 million people get help from Google’s
Password Manager

Every year, 700 million people strengthen their security with
Security Checku

Every day is safer with Google
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Rigorous compliance with education privacy
and security standards

Google for Education supports compliance with the most
rigorous global education standards for security and
privacy, and we're audited by independent, third-party
organizations.

Learn more about privacy and
security edu.google.com/privacy

Google for Education


https://www.ic3.gov/Media/News/2020/201211.pdf
https://cloud.google.com/security/compliance/?hl=en
https://passwords.google.com/
https://myaccount.google.com/security-checkup
http://edu.google.com/privacy

PRIVACY AND SECURITY

Google for Education provides a safer way for everyone in your school community to engage and

learn — offering built-in security, rigorous compliance, and control and ownership of your data.
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Built-in, automatic, 24/7
protection

Automatic protections built in so
you stay current on ever-evolving
security threats

Proactive blocking with 24/7
monitoring to ensure resilient
security across your digital
learning environment

Enterprise-grade scalability and
reliability designed to handle
extreme shifts in activity to
ensure 99.9% uptime

Safer browsing and search
experiences with curated age-
appropriate content by default
for students under 18

Helpful tips and customized
recommendations to stay ahead
of digital threats
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Compliant and responsible Visibility and control
data practices « Data ownership and controls to
. Supports compliance with ensure you can manage your data
rigorous global privacy standards, the way you want
like FERPA, COPPA, and GDPR « All-in-one-place security settings
« No advertising in Google and real-time alerts in the security
Workspace for Education and center
personal information of students « Analytics and insights customized to
who are under 18 isn’t used for ad your needs within the security
targeting dashboard
« Transparency into our data « Flexibility and control to change
security protocols and privacy default settings for entire schools,
policies classes, or individuals
- Digital responsibility resources « Advanced security upgrades provide
and training to support ongoing options for adding more proactive
internet safety security capabilities to suit your

institution’s unique needs

Create a secure foundation for teaching Add premium capabilities to fit the specific
and learning with Google for Education. needs of your institution.

Rely on built-in, automated features that provide Choose from a variety of upgrades to get additional
comprehensive and ongoing monitoring and mitigation, security features within your security center to
while also minimizing disruptions, in a secure digital proactively protect your school’s data and devices.
learning environment. All of this is provided in: Upgrades include:

« Google Workspace for Education Fundamentals* « Google Workspace for Education Standard

o Chromebooks

o Chrome Education Upgrade

* Free for qualifying institutions.

Google for Education

» Google Workspace for Education Plus

Learn more about privacy and
security edu.google.com/privacy
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https://support.google.com/a/answer/134628?hl=en
http://edu.google.com/privacy

	Slide Number 1
	Slide Number 2

