Top 3 Networking Challenges for the DoD

Larger networks
mean more time
and resources to
provision and
troubleshoot.
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- End-to-end
troubleshooting

- Automated provisioning
of access switches
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Reduce device
configuration time

Time to configure 50 devices:
Old method
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New method
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Shift IT time to the
mission focus

with
customers using
SD-Access revealed that:

Saved time Reduced
on network operating
provisioning expenses

Improved
issue
resolution

Defending the
network is hard.
Attacks continue
to increase.

of security breaches
occur within the
perimeter

(ZK Research)

The Solution: Cisco DNA Center

The Benefits

- Easily click and create
virtual networks within
the software defined
network (SDN)

NIPR virtual network
Joint virtual network

- Simplified
microsegmentation

- Stops attacks from
spreading

- No VLANSs, ACLs to
configure

Upgrade to Catalyst 9000
SDA capable switches

v FIPS approved
+ Common Criteria
v UC APL Listed
 Encrypted Traffic
AELWVSIIS

Controlling an
ever-increasing
number of
wireless and loT
devices is difficult.

of network devices
will be machine-to-
machine by 2020

(Cisco VNI)

- Drag and drop groups
to apply mission intent
and policy
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NIPR virtual network
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Joint virtual network

Simplify your IT

- Segment and control
wireless and loT devices

- Policy follows identity
wired and wireless

Cisco access points are
SDA ready.

- Use the network to
enforce security for new
wired and wireless
applications

To learn more about DNA for government, visit

cisco.com/go/FederalDNA
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https://engage2demand.cisco.com/LP=3443?dtid=001121558
https://newsroom.cisco.com/press-release-content?type=webcontent&articleId=1771211
https://newsroom.cisco.com/press-release-content?articleId=1854555
http://cisco.com/go/FederalDNA
https://blogs.cisco.com/enterprise/intent-based-networking-leap-forward-with-assurance

