
Building Secure Digital 
Environments with AWS

How AWS Security Services Help State & Local 
Governments and Educational Institutions 
Build Secure Cloud Environments

There are a var iety of  dynamic secur i ty and compl iance considerat ions that state,  local 
and educat ional  (SLED) organizat ions must meet when they bui ld digi ta l  environments 
and services,  including StateRAMP and the Federal  Informat ion Secur i ty Management 
Act (FISMA). How can these organizat ions design secure and scalable c loud 
archi tectures that help them adhere to these mandates?

Here are a few ways state and local  governments and educat ional  inst i tut ions can 
leverage secure,  scalable,  low-cost IT solut ions f rom Amazon Web Services (AWS) to 
bui ld compl iant  c loud archi tectures.

1. Launch a multi-account framework with AWS Control Tower

For organizat ions that need to establ ish mult ip le AWS accounts,  customers can deploy 
a mult i -account f ramework on AWS with AWS Control  Tower,  which can help provide 
resource and secur i ty isolat ion for  customers’ AWS accounts.  AWS Control  Tower 
deploys a landing zone -  a wel l -archi tected, mult i -account AWS environment that  is 
designed to be scalable and secure.  This landing zone acts as the start ing point  f rom 
which an organizat ion can quickly launch and deploy workloads and appl icat ions wi th 
conf idence in i ts secur i ty and infrastructure environment. 

2. Set up a scalable organization foundation with Landing Zone Accelerator

SLED customers can deploy AWS secur i ty best pract ices by defaul t  using Landing Zone 
Accelerator (LZA),  an open-source project  developed by AWS and avai lable on GitHub. 
LZA extends the funct ional i ty of  AWS Control  Tower by adding addi t ional  orchestrat ion 
of  networking and secur i ty services wi th in AWS. Customers can also deploy LZA 
independent ly of  AWS Control  Tower to support  regions and part i t ions that are current ly 
not yet  supported by AWS Control  Tower.



2

3. Design and maintain guardrails with service control policies

Service control  pol ic ies (SCPs) help customers place preventat ive guardrai ls inside 
their  AWS organizat ions to enforce pol ic ies.  For example,  an agency may be required 
to operate only wi th in the United States.  In that  case, customers can apply an SCP 
to deny access to or f rom regions for an account to ensure i t  only uses author ized 
regions. Even the root pr incipal  user inside of  that  account cannot overr ide act ions 
deployed at  the organizat ional  level  wi th an SCP. In general ,  customers should use 
SCPs for s i tuat ions that are secur i ty binar ies—instances of  str ict  e i ther/or categor ies. 
For example,  customers can create and deploy an SCP that prevents users or roles in 
any affected account f rom changing the conf igurat ion of  Amazon Elast ic Compute Cloud 
(Amazon EC2) v i r tual  pr ivate c louds (VPCs) to grant them direct  access to the internet.

4. Manage access privi leges with identity federation—not local IAM users

Ident i ty and Access Management ( IAM) users are considered long-term stat ic 
credent ia ls that  can pose secur i ty r isks.  To reduce this r isk,  customers can 
establ ish ident i ty federat ion,  in which an ident i ty provider can automat ical ly grant 
or revoke access to resources based on a user ’s group membership.  Many SLED 
customers already use some form of central ized ident i ty provider,  l ike Okta.  Ident i ty 
federat ion can al low these organizat ions to provide SAML-based access to their  AWS 
environments.  AWS IAM Ident i ty Center (successor to AWS Single Sign-On) also lets 
customers l ink a federated ident i ty source l ike Azure AD into a service that provides 
just- in- t ime, IAM-role-based, t imebound access to important AWS resources.

Addi t ional ly,  AWS IAM Access Analyzer can help reduce the r isk of  accidental  publ ic 
exposure by making sure that resources and pr incipals can’ t  do more than they’re 
supposed to do. This is increasingly discussed in the context  of  Zero Trust .  IAM Access 
Analyzer helps ident i fy resources in organizat ions and accounts that  are shared 
external ly,  val idates IAM pol ic ies against  best pract ices,  and can generate more 
appropr iate IAM pol ic ies based on access act iv i ty in AWS CloudTrai l  logs.

5. Develop a strategy to identify and solve for sensit ive data storage 
requirements

As an operat ional  best  pract ice,  state and local  governments and educat ion ent i t ies 
may create a strategy to ident i fy what,  where and how sensi t ive data -  such as 
personal ly ident i f iable informat ion (PII)  -  is  stored. Customers can use Amazon Macie, 
a data secur i ty service that uses machine learning (ML) and pattern matching to 
discover and help protect  sensi t ive data.  For example,  Macie can help ident i fy sensi t ive 
data stored in an Amazon S3 locat ion that isn’ t  author ized to store PII .  In th is way, 
Macie can provide vis ib i l i ty  into data secur i ty r isks,  enable automat ic protect ion against 
those r isks and help customers in maintaining their  data storage compl iance programs.

6. Monitor and audit  for compliant configurations

•  AWS offers mult ip le services that support  customers in monitor ing and enforcing 
compl iance in their  AWS environments. 

•  AWS Conf ig cont inuously monitors and records an AWS environment ’s resource 
conf igurat ions and relat ionships,  and evaluates these against  the desired 
conf igurat ions. 
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•  Customers can incorporate event-dr iven funct ions wi th AWS Lambda or AWS 
Systems Manager to faci l i tate immediate alerts to relevant teams, or even 
automat ical ly at tempt to remediate resources that deviate f rom the desired 
conf igurat ion.  Plus,  AWS Conf ig rules can now support  proact ive compl iance.

•  AWS Secur i ty Hub provides a comprehensive v iew of  the secur i ty state of  an AWS 
environment.  I t  can also ver i fy the environment against  secur i ty industry standards 
and best pract ices,  including the Center for  Internet Secur i ty (CIS) and the Payment 
Card Industry (PCI) Secur i ty Standards Counci l .  Addi t ional ly,  Secur i ty Hub can help 
ident i fy the highest pr ior i ty events that  may need remediat ion,  can aggregate alerts 
across al l  AWS accounts wi th in mult ip le regions and can automat ical ly at tempt 
remediat ion on those f indings.

•  Customers using infrastructure as code ( IaC) can use open source tools l ike Cfn-
l int ,  which help detect  common errors wi th in AWS CloudFormat ion templates. 

•  Simi lar ly,  Cloudformat ion-Guard is an open source pol icy-as-code tool  to enforce 
compl iance pol ic ies for  IaC deployments.  For example,  a customer can set up 
Cloudformat ion-Guard to detect  in their  CloudFormat ion templates that Amazon 
Simple Storage Service (Amazon S3) server-s ide encrypt ion isn’ t  enabled by defaul t , 
before deploying the code into product ion.

•  For customers that must meet mult ip le compl iance standards,  AWS Audit  Manager 
helps cont inuously audi t  AWS usage to make sure i t  maps to establ ished or 
customizable compl iance requirements.  AWS Audit  Manager can generate reports 
that  provide evidence of  compl iance to internal  and external  audi tors.

7. Create a detection and alert  strategy for effective remediation

Once a robust monitor ing f ramework is in place, i t ’s  important to create an effect ive 
alert ing system to elevate issues through the appropr iate remediat ion channel . 
Managed services l ike Amazon GuardDuty and Amazon Inspector can help improve 
an environment ’s secur i ty posture wi th threat detect ion and automated vulnerabi l i ty 
management capabi l i t ies,  respect ively—but they can also faci l i tate sending immediate 
alerts for  ident i f ied events through a t icket ing system, messaging channel ,  emai l 
address monitored by an organizat ion’s secur i ty team and more. Alerts can be sent to 
mult ip le locat ions based on use case.

Note that to opt imize secur i ty monitor ing operat ions for  your AWS environment,  i t 
may be important to reduce the noise.  The real i ty of  secur i ty tool ing is that  they can 
generate fa lse posi t ives,  so tune services l ike GuardDuty to suppress f indings that 
aren’ t  re levant to you.
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